
IMPLEMENTATION OF REGDOC-2.12.3 
SECURITY OF NUCLEAR SUBSTANCES: 
SEALED SOURCES
for category 3-5 licensees

Craig Thompson
Security Advisor
Nuclear Security Division
Canadian Nuclear Safety Commission

Canadian Radiation Protection Association 
Annual Conference
Saskatoon, SK
June 5-7, 2017



2

OUTLINE
• Background of REGDOC-2.12.3 

Security of Nuclear Substances: 
Sealed Sources implementation

• Update on National Threat Level 
and security incidents

• Expectations for category 3-5 
licensees

• Current challenges and activities

• Discussion and feedback
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Update on National Threat Level and 
security incidents

Canada’s National Terrorism 
Threat Levels represent the 
likelihood of a violent act of 
terrorism occurring in Canada, 
based on information and 
intelligence

Presenter
Presentation Notes
What does the threat level mean for you?It means that additional measures are in place to keep Canadians safe by the Government of Canada�Canada's threat levels do not require specific responses from the public.Should any threat or incident warrant specific actions from Canadians, the Government will communicate this information through public statements.
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Update on National Threat Level and 
Security Incidents (cont’d)

Thefts of Canadian radioactive sources

Number of thefts reported to the CNSC from 
1991-2016 per IAEA categories

Status of reported theft

recovered 35

not recovered 41

unknown* 14

Sectors

Industrial 83

Medical 4

Academic 1

Other 2

Presenter
Presentation Notes
-Majority of thefts reported are from the industrial sector (92%). 7 were from other sectors including 4.4 % from the medical sector.-Significant portions of theft reported are category 4, mostly portable gauges used in the industrial sector. These devices are used in road constructions, agriculture and civil engineering. -Thefts of category 2 sources are from the industrial radiography sector. -There were 5 sources stolen in Canada in 2016, and 7 sources stolen in 2015
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Background of REGDOC-2.12.3, Security of Nuclear 
Substances: Sealed Sources implementation

Presenter
Presentation Notes
Internal webinar
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Background of REGDOC-2.12.3, Security of Nuclear 
Substances: Sealed Sources implementation (cont’d)

• REGDOC-2.12.3 Security of 
Nuclear Substances: Sealed 
Sources, became a 
requirement for category 1-2 
licensees as of May 31, 2015

• This Regulatory Document 
will become a requirement 
for Category 3-5 licensees as 
of May 31, 2018

Presenter
Presentation Notes
Licensees have already been required to store and utilize sealed sources in a safe and secure manner as described in the General Nuclear Safety and Control Regulations. REGDOC 2.12.3 is intended to provide expectations and guidance to meet the General Nuclear Safety and Control Regulations. In other words, the REGDOC simply clarifies the security measures necessary to meet the existing requirements identified in the GNSCRs.
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Expectations for Category 3-5 Licensees

• Refer to REGDOC-2.12.3 Security of Nuclear 
Substances: Sealed Sources, section 3.1, table B

Presenter
Presentation Notes
We wont be going through all of the differences here in depth today, just an overview so everyone is familiar with some of the differences in requirements between categories. First if you read through the REGDOC you will find that while category 1 and 2 sources have some differences, they have very similar requirements. For those in the category 3 level, you will also find that requirements have some similarities to those of category 2 sources. This includes expectations for access control that ensure only authorized users have unescorted access to the source, an effective intrusion detection system, and two physical barriers separating the source from unauthorized personnel.Those in category 4-5 will notice that expectations are much less specific. This is by design and is part of the application of a graded approach to security regulation. For licensees at the category 4-5 level this provides more capability to the licensee to determine what security measures are appropriate to meet their operation. Later in the presentation I will discuss some of the projects the CNSC is undertaking to provide more guidance for those in the category 4-5 level.To provide an example of how a security measure could change from category 3-5, we will look at the intrusion detection system category. For a category 3 licensee the requirement here is the same as a category 1 or 2 licensee. A real world application of this requirement might look like a motion sensor mounted in the licensees source storage room, with a contact switch on the door to the room. This intrusion detection system may then be linked to an alarm monitoring service who calls the Radiation Safety Officer at the site if an alarm goes off, who initiates the licensees response protocol. This is not unlike an alarm system you might install to protect your home.In contrast, a category 4-5 licensee might assess their site and determine that their prudent management practice to protect the source against unauthorized access or removal may be a weekly inventory check where they ensure the source is still located at its designated position and check that it hasn’t been tampered with. Another example would be physical barriers. A Category 3 licensee is expected to implement two physical barriers to separate the source from unauthorized personnel. This may take the form of a wire cage and interior metal cabinet both locked with a high quality padlock. A category 4-5 licensee may determine that to meet prudent management practices their source will be locked in a cabinet that provides some resistance to a forced attack. If in doubt, look over the associated section of REGDOC 2.12.3 to find applicable guidance for good security practices.
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Expectations for Category 3-5 Licensees 
(cont’d)

Presenter
Presentation Notes
Our next area of interest is Personal trustworthiness and background checks. Here you will see for a category 3 licensee requires reference, education, and employment verification for all employees with unescorted access to their sealed sources. There is also a requirement for a criminal record name check for these staff. This criminal record name check should also be renewed every 5 years for authorized employees.Category 4-5 licensees will note that a prudent management practice would be to conduct reference, education and employment verification for their employees with unescorted access to their sealed sources. In addition it is considered a good practice to conduct criminal records name checks, but this is not a requirement.There are also some areas where expectations are the same for all licensees throughout category 1-5. This includes information security, which is a requirement for all as it is a specific expectation within the General Nuclear Safety and Control Regulations Section 23 (2).It is expected that all category 1-5 licensees train authorized staff on their security awareness program. This is also already a specific requirement in the General Nuclear Safety and Control Regulations under section 12(1)(j). Higher category licensees however may have a more in-depth security awareness program than a category 5 licensee, who may simply provide staff with information in select areas such as:-staff roles and responsibilities for security-Staff role in protection of prescribed information-Training on measures for identifying suspicious activity or behavioral changes in personnel, contractors, and visitorsMore guidance on both these areas is provided in REGDOC 2.12.3. For category 1-3 licensees it is an expectation that security awareness refresher training for authorized staff is conducted no less than every 3 years.
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Expectations for Category 3-5 Licensees 
(cont’d)
• Graded approach has been applied; For example, 

there are regulatory requirements for category 3 
whereas for categories 4 and 5, application of 
prudent management practices are required

• A Site Security Plan is required for 
licensees with category 3 sources 
before May 31, 2018,  and must be 
submitted to the CNSC Nuclear 
Security Division for review and 
acceptance
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Expectations for Category 3-5 Licensees 
(cont’d)

• Prudent Management Practices (PMPs) for 
category 4 and 5 include but are not limited to:

– regular inventory verification 
– security awareness training for workers and 

contactors
– restrict access to authorized personnel only 
– use adequate storage or secure container 
– some safety controls provide security 

protection
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Expectations for Category 3-5 Licensees 
(cont’d)

• PMPs are listed in the glossary of REGDOC-2.12.3 
as: 

“Include ensuring that sealed sources are secured to prevent 
illegal use, theft or sabotage, and that a periodic inventory is 
carried out to ensure sealed sources are at their designated 
location and are secure.”
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Current Challenges and Activities

• A REGDOC-2.12.3 requirement for category 3 
licensees is the submission of Site Security Plans 
(SSPs) to the CNSC
– SSPs are required for each licensed site at the 

category 3 level or higher
– some licensees with category 3 sources have 

already submitted their SSP
– letters are currently being sent out to those 

licensees the CNSC has identified may be at the 
category 3 level requesting the submission of a 
SSP

Presenter
Presentation Notes
There are approximately 150 letters left to be sent out to licensees. The CNSC anticipates these letters will all have been sent out by fall 2017.
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Current Challenges and Activities (cont’d)

• Be on the look-out for a special security edition 
newsletter from the CNSC for category 3-5 
licensees. Newsletter topics of discussion may 
include:

– information on how to determine your site’s 
category

– what measures are required for a category 3-5 
licensees

– what do category 4-5 licensees need to know 
about the regulations and how to apply prudent 
management practices
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Discussion and Feedback

• What information would you like to see included in  
a newsletter to licensees?

• Do you have any other questions, comments or 
concerns?
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